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1. O0mue MoJI0KeHu

1.1. leau u 3aa44 TUCHUILJIMHBI

Llens - M3yuyeHHe NMPUHIUIOB oOecredeHus] NH(HOPMAIMOHHOW 0E30IMacHOCTH M 3aIIWThl MH(OopMaImy,
MOJIXOJIOB K aHaM3y yrpo3 0e30MmacHOCTH HH()POPMAIMOHHBIX CHCTEM M OCBOCHHE KOMIETCHIUN IS
pelIeHus] OCHOBHBIX 3a/1a4 3allUThl HHPOpMAIMK B HPOPMAITMOHHBIX CHCTEMaX

3anaun JUCIMITINHBL:

- U3yYEHHUE OCHOBHBIX TMIOJIO)KEHUH TOCYAApCTBEHHOM TMOJUTUKA B 00JacTu oOecrneyeHus
nHopmarmonHoi Oe3zonacHoctu Poccuiickolt ®enepanyu, OCHOBHBIX TOHSTHA B OOJAcTH 3aIlUThHI
MH(QOPMAIMH U METO0JIOTMYECKHUX NIPHHIIUIIOB CO3/JaHUs CHCTEM 3alIUThl HHPOPMAIIH;

- W3y4YCHHE BHJIOB 3aIMIIaeMoi MHGoOpManuu, yrpo3 HH(YOPMAIMOHHOW 0E30HMacHOCTH, CYHIHOCTH H
pa3HOBHUIHOCTEH MHPOPMAIIMOHHOTO OPY’KHsI, METO/IOB U CPEJICTB BEJCHHsI HH()OPMAIMOHHBIX BOWH;

- U3y4YCHHE METOJIOB M CPEACTB obecredeHnss nHHOPMAITMOHHON 0€30MacHOCTH KOMITBIOTEPHBIX CHUCTEM,
MEXaHU3MOB 3alllUThl WHMOpMaruy, (QOPMAIBHBIX Mojelied 0e30MacHOCTH, KPHUTEPUEB OICHKH
3alUIIEHHOCTH U 0OecriedeHns 0e30MacHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM;

- mpuoOpeTeHue yMEHUH B Moa0Ope M aHauu3e MoKa3aTelied KayecTBa M KPUTEPHUEB OLEHKU CUCTEM
0€3011acHOCTH, OT/AEIBHBIX METOJIOB M CPEJICTB 3AIUThHI HH(OPMaLIUY;

- npuoOpeTeHre HaBBIKOB aHaln3a WHGOPMALMOHHOW WHQPPACTPYKTYphl C TOYKH 3PEHUS
MH(QOPMAIIMOHHON 0€30MacHOCTH, MOJ00pPa HOPMATUBHBIX M METOAMYECKHX MAaTepHaloB MO BOIPOCAM
3aIUTHl THPOPMAIIHH.

1.2. U3yyaemble 00beKTbI TUCUUILIAHBI

- OCHOBHBIE MOHATHS, OOIIEMETOI0JIOTMYECKUE MPUHITUAIIBI TEOPUH HHPOPMAITMOHHOW 0€30MacHOCTH;
- OCHOBBI TOCY/apCTBEHHON WH(MOPMAIMOHHON TOJUTHKH MO 00ecTiedeHnI0 0e30MmacHOCTH WH(OpMaIuu
Poccuiickoit @enepanuu;

- BUJIBI HH(GOPMAITUH OTPAaHUYEHHOTO JIOCTYTIA;

- YyTpo3bl 6€30MacHOCTH HH(POPMAIINN U YA3BUMOCTH HH()OPMAITMOHHBIX CHCTEM;

- ”HPOPMAIIMOHHBIE BOHHBI U HH(POPMAIIMOHHOE OPYKHUE;

- METOJIbI HApYIICHUs KOH(PUACHIIMAIBHOCTH, IIEJIOCTHOCTH U JIOCTYITHOCTH MH(OPMAIINH;

- MPUYUHBI, BUJIbI KaHAIBI YTEUKH WH(POPMAIIUU U HECAHKITMOHUPOBAHHOTO J0CTYTIA;

- popMapHBIC MOEN O€30TTaCHOCTH MH(DOpMaINy;

- YPOBHH H CEPBHUCHI 3aUTH HH(OPMAIIHH;

- CITOCOOBI M CPEJICTBA 3alTUTH HH(POPMAIINN;

- KpUTEPUH OLIEHKH 3alTUIIEHHOCTH HHPOPMAIIMOHHBIX CUCTEM;

- OCHOBBI OpraHU3aINH 3aIUTHl HHGOPMAIH Ha TPEAIPUATHSIX HEPTETa30BOTO KOMITIIEKCA.

1.3. Bxoaublie TpedoBaHus

|He IPEyCMOTPEHBI

2. [Inanupyemble pe3yJibTAaThl 00y4eHUsI MO AUCUHUILIMHE

WNHauKaTop JOCTHKEHUS
KOMIETEHLIUH, C KOTOPBIM Cpencrsa
COOTHECEHBI [NIAaHUPYEMBbIE OLIEHKHU

pe3yibTaThl 00y4eHUs

[Inanupyemsble pe3ynbTaThl
0o0yueHus Mo AUCUUIUINHE
(3HaTh, yMETh, BIAJIETh)

Manexc

Kommereunmnus
WHIUKATOpa




IInanupyemsele pe3ynbTaTsl

Nupukatop nOCTHKEHUS

Wunexc KOMIIETEHLIUH, C KOTOPBIM Cpencraa
KOMHCTGHHH;{ HHIUKATOpa O?;ZiiH;thTHLH;?Z;:;f)Ie COOTHECCHEBI INIaHUPYEMBIC OLICHKH
’ ’ pe3ybTaThl 00yUeHUs
I1K-1.3 N-111K-1.3 (3naeT npenmyiecTsa u 3HaeT NpeuMyIIeCTBa U OTtuér no
HE/IOCTATKH MPUMEHSIEMBIX [HEIOCTATKH MPUMEHAEMBIX  [IPAKTHYECKOM
COBPEMEHHBIX TEXHOJIOTU U [COBPEMEHHBIX TEXHOJIOTUN U |y 3aHITHIO
PKCILTyaTalllH PKCIUTyaTalllu
TEXHOJIOTUYECKOTO TEXHOJIOTUYECKOT O
000py10BaHMs B YCIIOBUSIX [000pYI0BaHUS
aKTyaJIbHBIX YIpO3
6e3onacHoCTH HH(pOpMALIUU
[1K-1.3 NO-211K-1.3 [YMmeeT uHTEpIpETUPOBATh |YMEET HHTEPIPETUPOBATH OTtuéT no
pe3yJIbTaThl UCCIEAOBAHUMN [pe3yJIbTaThl JIAOOPATOPHBIX U [IPAKTUYECKOM
TEXHOJIOTMYECKUX TEXHOJIOTMYECKUX Y 3aHATHIO
[IPOLIECCOB TPUMEHUTENBHO |UCCIIEOBAHNI
K YCIIOBUSIM O0ECTICUCHHsI  [TEXHOJIOTHIECKUX MPOIIECCOB
6e30macHOCTH MHPOPMAIIMH [IPUMEHUTEITHEHO K
KOHKPETHBIM YCIOBUSM
[1K-1.3 MJ1-311K-1.3 |Bnaneet naBbikamu yuactus |Bnaneer HaBbIKaMu OTuéT o
B OCHOBHBIX paboTax 1o COBEpPIICHCTBOBAHUS [IPAKTHYECKOM
peain3alny NOIUTHKH OTJEJIbHBIX Y3JI0B Y 3aHATHIO
NH(POPMALMOHHON TPaJIULIOHHOTO
6€301acHOCTH NPH 000pyaOBaHMS, B T.4.
PKCIUTyaTallMH OTIIENBHBIX  |[1abopaTOpHOTO (110 3aaHHIO
Y3JI0B TPaJULUOHHOTO MperoaaBaTes).
obopy0BaHUS
[1K-4.2 NJ-111K-4.2 |3naer npodunu u 3HaeT npoduiu u OTtuér no
0COOEHHOCTH PabOTHI 0COOEHHOCTH PabOTHI MPAKTHIECKOM
CEPBUCHBIX KOMITAHUH, CEPBUCHBIX KOMIIAaHUH, Y 3aHATHIO
paboTarOMIMUX C KOHKPETHBIM [paboTarOMUX ¢ KOHKPETHBIM
[peNNPUITUEM, MpeNpUITUEM,
IpUMEHsEMOE [pUMEHseMOe 000pyA0BaHNE
o0opyaoBaHHEe U 1 MaTepUaJIbl
MaTepUaibl, B TOM YUCIIE,
npeAHa3HAYCHHbBIC IS
3aIU Tl THPOpMAIUU
11K-4.2 N/I-211K-4.2 [YmeeT B3auMoeiicTBOBaTh |YMeeT B3auMoieicTBoBaTh ¢ |OTUET Mo
C CEpBUCHBIMU (PUpPMaMu CEpBUCHBIMH (pUpMaMHU IIPU  |IPAKTHUECKOM
IPU COCTaBJIECHUU U COCTaBJIEHUU U Y 3aHATHIO

KOPPEKTHPOBKE
[PErJIaMEHTOB U TIPOSKTOB B
obnactu oOecreyeHus
UHPOPMAITMOHHOM
6e301MacHOCTH IpU
yIpaBlIeHAN
TEXHOJIOTHYECKHUMHU
npoleccamMu u
MIPOM3BOJICTBAMH B
HedTera3oBoi oTpaciu

KOPPEKTUPOBKE PETIAMEHTOB
110 B3aMOJCHCTBUIO
KOMITaHWM, IPOEKTOB,
CBSI3aHHBIX C UCCIICJOBAHUEM,
pa3paboTKOH,
MPOEKTUPOBAHUEM,
KOHCTPYHUPOBAHUEM,
peanu3anuen U yrpaBIeHUIEM
TEXHOJIOTUYECCKUMU




Nupukatop nOCTHKEHUS
Wunexc Ilnannpyemere pesyabTarsl KOMIIETEHLIUH, C KOTOPBIM Cpencrsa
Komnerennus iHMKaTOpA OOY9CHHS IO IMCLMIIIHHE | (oo o pyeMbIe OLEHKH
(3HaTs, yMeTE, BIaeTh) pe3ybTaThl 00y4eHUs
MpOIECCaMH U
MMPOM3BOCTBAMH B
He(Tera3oBoil OTpaciu,
[PUMEHATH COBPEMEHHbIE
PHeprocoeperaromme
TEXHOJIOTHU
[1K-4.2 N/1-311K-4.2 |BnageeT HaBbIKaMHu Braneer HaBbikamu paboThl  (OTYET 11O
MMPUMEHEHHUST OCHOBHBIX 0 COTIPOBOKICHHIO MPAKTHIECKOM
Croco00B M CPE/ICTB 3aUIUTHI[TEXHOJOTHIECKHUX TPOIIECCOB [y 3aHITHIO
uHpOpMAIHH TTPH He(Tera3oBoro
MpOBEJCHUH PaldoT 1o [IPOU3BOJICTBA, B TOM YHCIIE
COIPOBOXKICHUIO Ha KOHTUHEHTAJIbHOM
TEXHOJOTMYECKUX nenbQe, TIPUMEHEHHS
IPOIIECCOB HE(PTEra30BOro |COBPEMEHHBIX
[IPOM3BOJICTBA HYHEeprocOeperarnmx
TEXHOJIOTHUN
3. O0beM u BUABI Y4eOHOU padoThI
Pacnpenenenne
N Bcero M0 cCeMecTpaM B Hacax
Bun yuebHoit paboTsI
4acoB Howmep cemectpa
8
1. [TpoBenenue yueOHbBIX 3aHATHH (BKIIOYas IPOBE/Ie- 45 45
HHE TEKYIIero KOHTPOJIA yCIIeBaeMOCTH) B hopme:
1.1. KonTakTHas ayauropHas paboTa, U3 HHUX:
- exruu (JI) 18 18
- jaboparopusie padoTs (JIP)
- IPaKTUYECKHUE 3aHATHS, CEMUHAPHI U (WJTN) IpyTHe 25 25
BU/IbI 3aHATUHN ceMuHapckoro tuna (I13)
- KOHTPOJIb caMocTosiTesbHOM paboThl (KCP) 2 2
- KOHTpOJIbHAsI paboTa
1.2. CamocTosiTenbHas padora ctyaeHToB (CPC) 63 63
2. IIpoMmexxyTouHas arTecTarus
DK3aMeH
JlnddepennmpoBanHbiii 3a4eT
3auer 9 9
Kypcosoii mpoexT (KII)
Kypcoas pa6ora (KP)
O01mas TpyT0eMKOCTh JUCIIATUIIHHBI 108 108
4. Conepxanue TUCUUIJINHBI
Ob6bvem
O06beM ayTUTOPHBIX BHEAYIUTOPHBIX
HanmMeHoBaHue pa3/ienoB TUCIUIUIMHBI C KPATKUM SAHSITHIA 10 BHAAM B YacaX |3aHsTuil 10 BHIAM
coJiepKaHueM —
a1 | gp | m3 CPC

8-it cemecTp




HawnmenoBanue pa3aciioB JTUCHUIIIIMHBI C KPATKUM
COJIep)KaHUEM

O06beM ayTUTOPHBIX

3aHATHH I10 BHUJaM B 4yacax

O0BeM
BHEAyIUTOPHBIX
3aHATHN 110 BUIAM
B Yacax

JI

JIP

I13

CPC

OCHOBBI TOCYJAPCTBEHHON IIOJUTHKH U YTPO3bI
6e3omacHoctu Poccuiickoit deneparyn B
nH(GOPMAIIMOHHOM chepe

2

0

2

7

(OCHOBHBIE COCTABIISIONINE HALIMOHATILHBIX HHTEPECOB
Poccutickoii @enepanuy B MH-GOPMAIIMOHHON cdepe.
Wudpopmanmonnas 6e3onacHocts Poccuiickoii
®denepanuu. MaTEpECH IMYHOCTH B HHPOPMAITMOHHOM
ctepe. MaTepecs! o01ecTBa B ”HPOPMAIIMOHHOU cdepe.
WuTepecs rocynapcTBa B ”HGOPMAIIMOHHOM cdepe.
Buner yrpo3 nHhopMaIimoHHO# 0€301acHOCTH
Poccuiickont @enepannn. ctouHnkM yrpo3
nH(popMaIoHHoM 6e3omacHoctu Poccuiickoit
®enepauuu. BHemHne UICTOYHUKU yTrpo3. BHyTpeHHue
MCTOYHUKH yrpo3. Hampasnenus obecnieueHus
MH(OPMAIMOHHON 0€30MMacHOCTH TOCYAapCTBa.
ObecneueHre pernoHaIbHON HHPOPMALIMOHHON
6e3omacHocTu. [IpoGieMb! obecriedeHus
MHPOPMAIIMOHHOHN 0€301MacHOCTH 00BEKTOB
KPUTHUECKON HH(PACTPYKTYPHI

OCHOBHBIE TIOHATHS B 00IIIEMETOI0IOTHIECKUE
MPUHILIUIIEI TEOPUH HH)OPMAITMOHHOHN 0€301aCHOCTH

VICTOYHWKY MOHATHI B 00J1acTH HHPOPMAITHOHHOM
6e3onmacHocTi. OCHOBHBIC TIOHATHS HHPOPMAITHOHHON
0€30IacHOCTH: TOKYMEHTHPOBAaHHAS MHPOPMAIIHS,
0e30macHOCTh MHPOPMAINH, KOHPHIECHITNATEHOCTb,
[IEJIOCTHOCTbD, JOCTYITHOCTh UH(OPMAINH, 3aIuTa
nH(GOpPMAINK, CUCTEMA 3aLUTHl HHPOPMAIIHH.
OO0111eMeTOJ0TOTMYECKUE TPUHIIUIIBI TEOPHH
nH()OpMaIMOHHON 6€30MacHOCTH

[ToHsTHEe M BUIBI 3alIMIIAEMOM HH(OpMaLUN

[ToHsITHE M CYIIHOCTH 3aIIUIIaeMoi HH(opMaIuy.
[IpaBa u o0s3anHOCTH 00MagaTesst nHpopmanuu. Buas
3amuiiaeMon HHGoOpMaIu: TocyAapcTBEHHas TaiiHa,
cykeOHas TaitHa, MpodecCHOHANIbHAS TalHa,
KOMMepUecKas TaliHa, IepCOHaJIbHbIE JaHHbIE. [lepeueHb
CBeZICHUI KOH(pUACHIMANbHOTO XapakTepa. [lonsaTue
WHTEJJIEKTYalIbHOM COOCTBEHHOCTH U OCOOEHHOCTHU €€
3aLUTHI

[TonsiTrie ¥ BUIBI yTpo3 HHPOPMAIIMOHHOK 0€30MacHOCTH

[TonsiTue yrpo3sl HHGOPMALIMOHHOIN 0€30MacCHOCTH.
®akTOop, BO3AECUCTBYIONINNA HA 3aIUIIIAEMYIO
uHpopMaruo. THITEI JecTabnIM3UPYIOMHX (PaKTOpPOB.
Knaccudukanys 1 B! yrpo3 HHPOPMALMOHHON
Oe3omacHocTH. BHYTpeHHNE 1 BHEIITHIE HCTOYHUKA
yIpo3 HHOOPMAITHOHHOHN 0€30MacHOCTH. YTPO3bl YTEUKH
WHGOPMAIH U YTPO3bl HECAHKIIMOHUPOBAHHOTO
noctyna. OCHOBHBIE 3JIEMEHTHI KaHajla pean3alun
YTPpO3bl O€30MaCHOCTH




HawnmenoBanue pa3aciioB JTUCHUIIIIMHBI C KPATKUM
COJIep)KaHUEM

O06beM ayTUTOPHBIX

3aHATHH I10 BHUJaM B 4yacax

O0BeM
BHEAyIUTOPHBIX
3aHATHN 110 BUIAM
B Yacax

JI

JIP

I13

CPC

nHbOpMAINH. Y I3BUMOCTH HH(OPMAITMOHHBIX CHCTEM 1
MO/JIeNIb HapYIIUTENsA. YTPOo3bl 0€30MacCHOCTH
nH(pOpMAIK 00BbEKTOB KPUTUYECKOW HHPPACTPYKTYPhI
MpeanpusaTuii HeTerazoBoro KOMILIEKca

Wupopmarmonnast 6€30macHoCTs M UHGOpMaLMOHHOE
MPOTUBOOOPCTBO

Cy0wexTsl nH(OpMAIMOHHOTO MTpoTHBOOOpCcTBa. Llenn
nH(GOPMAIIMOHHOTO MPOTUBOOOpcTBa. COCTaBHBIE YacTH
1 METO/bl HH(POPMALIMOHHOTO IPOTUBOOOPCTBA.
WHupopManimoHHOE OpyKUe, €ro KIacCUPUKALUI U
BO3MOXHOCTU. OCHOBHBIE HAIIPABICHUS 00ECTICUCHUS
MH(OPMAIIMOHHON 0€301MacHOCTH 00BEKTOB
WH(POPMAITMOHHOM c(hephl TOCYIapCTBa B YCIOBHAX
nHQOpMaIMOHHOH BOiHBI. H(pOopManmonHas BoiiHa Kak
crioco0 Bo3aeicTBUS Ha MH(DOPMAIIMOHHbBIE CUCTEMBI
pa3IMYHOTO HA3HAYEHUS U O0BEKTHI KPUTHYECKOM
MH(GOPMAIIMOHHON HHPPACTPYKTYPbI PEATNPUATHIA
HEe(TEra3oBoro KOMILIEKca

YPOBHU U CEpBUCHI 3aIIUTHI UH()OPMALIUU B
MH(POPMAIIMOHHBIX CHCTEMaX

Enunble KpuTepun 6e30macHOCTH HH()OPMAIIMOHHBIX
TEXHOJIOTUNA. 3aKOHOJIATEbHBINA, aAMUHUCTPATUBHbIH,

MPOLEAYPHBIN YPOBHU HHPOPMAIIMOHHON 0€30MacHOCTH.

ConeprkaHue cepBUCOB 0€30MaCHOCTH IPOrPaMMHO-
TEXHUYECKOTo YpoBHA. MnenTudukanus u
ayTeHTU(UKAINSA, YIPABICHUE TOCTYIIOM U
aBTOPHU3ALMS, TPOTOKOIUPOBAHUE U AY/IHT.
Kpunrorpadus as cepBucoB 6€30MacHOCTH:
m(ppOBaHIe U KOHTPOIb LEIIOCTHOCTH.
DkpaHupoBaHHe. AHaNN3 3amunieHHocTH. ObecnieueHne
noctynHocTH. TyHHEIMpoBaHue. YIIpaBieHHE.

CnocoOsl ¥ cpeacTBa 3alUThl HHpOpMaIu

OO01as XxapaKTepUCTHKA CITIOCOOOB M CPE/ICTB 3alTUTHI
nHpopmaruu. [IpaBoBasi, TexHUUeCKas,
kpunrorpadudeckas, Guzndeckas 3amuTa HHPOPMALIUH.
OpraHu3anuoOHHO-TIPAaBOBbIC, TEXHUYECKHE U
KpUNTOrpauuecKrue METO bl 00eCIICUeHHS
nH(pOpMaAIMOHHOM Oe3omacHocTh. [IporpamMmHO-
anmapaTtHble cpesicTBa o0ecriedeHns: HH)OpMaIMOHHOM
6e3onmacHoctu, DLP, SIEM-cucremsr, SOC-11eHTpHI.
KomruiekcHble pe€UICHUs B obecrieueHnn 3alIUThI
nHpOpMaIK 00bEKTOB HEPTETa30BOr0 KOMILIEKCA

[TpaBoBas 3ammra HH(pOpPMALIUU Ha 00BEKTaX
NpeANnpHUITHIl He(hTEera30BOro KOMILIEKCa

[ToHsiTve M CTPYKTYpa MPaBOBO 3aIIUTHI HH(POPMAIIIH.
OCHOBHBIE MEKIYHAPOAHbIE HOPMBI U
BHYTPUTOCYJapCTBEHHBIE HOPMATHUBHO-IIPABOBbIE




HawnmenoBanue pa3aciioB JTUCHUIIIIMHBI C KPATKUM
COJIep)KaHUEM

O06beM ayTUTOPHBIX
3aHSTHI 10 BHIAM B 4acax

O0BeM
BHEAyIUTOPHBIX
3aHATHN 110 BUIAM
B Yacax

JI

JIP

I13

CPC

TOKYMEHTHI B 0051acTH o0ecriedeHust HH(OPMalnOHHON
6e3omacHocTH. OTBETCTBEHHOCTH 3a HapyIlIEHUE
3aKOHOJIATEIBCTBA B MH(GOPMAITMOHHOU cdepe.
OCHOBHBIE aIMUHUCTPATHUBHBIE PETJIAMEHTHI 10
obOecrieueHn0 MHPOPMAITMOHHON O€30aCHOCTH
00BEKTOB MH(OPMATU3AINH TTPEANPHUITHN
HeTera3oBoro KOMILUIEKca

Opranu3zanus 3auThl HHGOPMaUU Ha 00BEKTaX
nH(pOpMaTH3aLMH HE()TEra30BOro KOMILIIEKCa

CyuiHoCTh OpraHU3alMOHHBIX MEpP 3alIUThI
nHpopMar. OpraHu3aius OXpaHbl U peKUMa.
Opraau3aius paboThl ¢ IEPCOHATIOM B CHCTEME 3aIUThI
nHpopMmaru. Opranuzanus paboThl ¢ JOKYMEHTaMU.
[lonsiTusa ynpasieHus HHPOPMALTIOHHON
Oe3omacHOCThI0. Opranu3anys 3aluThl HEPCOHATBHBIX
TTaHHBIX U 00BEKTOB KPUTHYECKOH HH(POPMAIIMOHHOM

MHPPACTPYKTYPHI

NTOI'O no 8-my cemecTtpy

18

25

63

NTOI'O no gucuuiuinae

18

25

63

Temaruka IMPUMCPHBIX IIPAKTHYCCKUX 3aHATUH

HanMeHOBaHHE TeMbI IPAKTHYECKOT0 (CEMHHAPCKOI0) 3aHATHS

nH(popMarmonHoit chepe (C3)

1 |OcHOBBI roCcy1apCTBEHHOM MOJIMTUKU U YIpo3bl Oe3onacHocTy Poccuiickoit denepanun B

6e3onacHoctu (C3)

2 |OcHOBHBIE IOHATHSI M O0IIEMETOA0JIOTHICCKIE TPUHIIUIIBI TECOPUY WH(HOPMAITMOHHOMN

nHpopmaruu (I13)

3 |Ompenenenue BUI0B HH(GOPMAIIUN OTPAaHUYEHHOTO JJOCTYIIA U COCTaBa 3allUIaeMOi

4 [Yrpo3sl 6e3omacHOCTH HH(POPMAIMHU U pa3padOTKa MOJETH Yrpo3 HH(OPMAIIMOHHOM
6e30macHOCTH 0OBEKTOB KPUTHUECKOH nHPOpMarmoHHoH nHppacTpyKTypsI(113)

5  [MadopmanroHHas 6€30MacHOCTb U HHPOpMaLIMOHHOE TPOoTHBOOOPCTBO (C3)

YPOBHHM U CEpBHCHI 3aIUTHI HHPOpMaIK B HHGOpMaIMoHHbIX cuctemax (C3)

~N| N

[IpriMeHeHne OCHOBHBIX CEPBHCOB 3alIUThI MH(POpMaLnu B MHPpopManoHHbIX cuctemax (113)

8  |CmocoOsI u cpenctpa 3amuTsl nHGopmarmn (I13)

9  |Ocobennoctu mpaBoBoii 3amUTHl HHGOpMaIK. OTBETCTBEHHOCTH 3a HapylLIeHHE
3aKOHOJIaTeNIbCTBA B MHpopMarmoHHo cdepe (C3)

10 |Pa3paboTka BHyTpEeHHEH OpraHU3allMOHHO-PACTIOPAIUTEILHON JOKYMEHTAIUU IO 3aIUTE
nH(pOpMaIMK Ha IpeanpusiTusX Hedrerazooro komriekca (I113)

00BekTOB He(TerazoBoro komriekca (I13)

11 |Opranu3zamnust OXpaHsl, pexkKUMa U pabOTHI C IEPCOHATIOM B CUCTEME 3alUThl HHPOPMALIUT

nHppacTpykTypsl (I13)

12 |OpraHu3zanyst 3alIUThl EPCOHANBHBIX JaHHBIX H 00BEKTOB KPUTHUECKON HH()OPMAIIMOHHOM




5. Opranu3anMOHHO-NIEAATOrHYECKHUE YCIOBUA

5.1. O0pa3oBaTre/ibHbIE TEXHOJIOT UM, HCIIOJIb3YyeMble 1151 (OPMHUPOBAHUA
KOMIIeTeH Ui

[TpoBeacHME NEKIIMOHHBIX 3aHITHIA MO JUCIMILIMHE OCHOBBIBACTCS HA aKTUBHOM METOJ]Ie 0OyYeHUS,
[P KOTOPOM y4allldecs HE MACCUBHBIC CIyIIAaTeNH, a aKTHBHBIC YYACTHHUKHU 3aHSATHS, OTBEYAIOIIME Ha
BOIPOCHI TpernojiaBarelisi. Bompockl mpenogaBaTensi HaleleHbl Ha aKTUBHU3AIUIO TPOIECCOB YCBOCHUS
MaTepuasa, a TakKe Ha pa3BUTHE JIOTMUECKOro MblieHus. [IpernogaBaTens 3apaHee HaMe4aeT CIUCOK
BOHpOCOB, CTI/IMYJ'II/Ipy}OHII/IX ACCOMATUBHOC MBINIJICHUC U yCTaHOBJ'IeHI/Ie CBH3CI71 C paHee OCBOCHHBIM
MaTepralioM.

[IpakTrueckne 3aHATHS TPOBOJATCS HAa OCHOBE peallM3allMk MeToja OOyYeHHs JICHCTBHEM:
OnpeAeNsoTcs MpobiaeMHble 00acTi, popmupyrores rpynnsl. [Ipu npoBeneHUN MPAKTUYECKUX 3aHATHI
MpeCcIeayOTCA CIEeAYIONINE 1EeNU: TPUMEHEHUE 3HAHUN OTAENBHBIX AUCIUIUINH U KPEATUBHBIX METO/OB
711 peleHust Mpo0JieM U MPUATHS PElIeHU; oTpaboTKa y 00yJaronuxcs HaBbIKOB KOMaHJIHONH PaboThI,
MEXJIMYHOCTHBIX KOMMYHHUKAIIMA W Pa3BUTHE JIMJICPCKUX KAa4YECTB; 3aKPEIUICHHE OCHOB TEOPETHUUYECKHX
3HAHUH.

[Tpu npoBeneHNN yueOHBIX 3aHATUIH HCIIOIB3YIOTCS HHTEPAKTUBHBIC JIGKIIUH, TPYTIIIOBBIC TUCKYCCHUH,
pOJIeBLIe I/IprI, TpeHI/IHFI/I 1 aHAJIN3 CI/ITyaHI/Iﬁ 1 UMUTAIIUOHHBIX MOIIGJ'ICI\/'I.

5.2. MeTtoguueckue yKazaHusl JJisl 00y4aOUIMXCS M0 U3YYEHUI0 TUCIATITHHBI

I[Ipy w3yyeHWM  AUCIUIUIMHBI  OOYYarOMIMMCS  IEJIeCO00pa3sHO  BBIMOJHATH  CIICAYIOIIHNEC
PEKOMEH AL

1. U3yuenune yueOHOM TUCIUTIITNHBI JOJKHO BECTHCH CHCTEMATHUECKH.

2. Ilocne w3yueHuss Kakoro-nubo pasfena Mo y4eOHWKY WJIM KOHCICKTHBIM MaTepuaiaM
PEKOMEHIYETCS IO TaMSATH BOCIPOU3BECTH OCHOBHBIE TEPMHUHBI, ONIPEACIICHUS, TOHATHA pa3aena.

3. Ocoboe BHUMaHHE CIEIYET YICIUTh BBIMOJHEHUIO OTYETOB IO TPAKTUYCCKUM 3aHATHSIM U
WHIMBHTyaJIbHBIM KOMIUIEKCHBIM 33/IaHUSIM Ha CaMOCTOSITENIEHYIO paboTy.

4. Bcs TemaTrka BOIIPOCOB, M3y4aeMBIX CaMOCTOATENBHO, 3aJaeTCsl Ha JIEKIHUSIX TPErojiaBaTesieM.
WM >xe MaroTcsl UCTOYHUKH (B TIEPBYIO OYepe/lb BHOBD M3[aHHBIC B TIEPUOUICCKON HAYUYHOU TUTEpaType)
17151 60J1ee IeTaTbHOTO TIOHMMAaHUS BOITPOCOB, 03BYYCHHBIX HA JICKITHH.

6. Ilepeyenb yueOHO-MeTOANYECKOT0 M HHPOPMALMOHHOT0 00ecIeYeHUs
JJIA CAMOCTOSATEILHOM PadoThl 00YYAKIIUXCS 10 M CHUIINHE

6.1. IleuaTHas yueOHO-MeTOANYECKAS JJUTEPATYPA

bubnuorpaduueckoe onucanue KomuectBo
Ne i/ (aBTOp, 3aryaBue, BUJ U3/IaHUS, MECTO, U3/1ATEIBCTBO, 3K3EMIUISIPOB B
TOJ] U3/IaHUs1, KOTMIECTBO CTPAHMII) oubnnoTexe

1. OcHoBHas JuTEpaTypa

1 ['pummaa H. B. OcHOBBI HHPOpMAIIMOHHON 0€301TaCHOCTH MPEATIPUATHS : 3
yaeOHOe mocodne. Mocksa : UTHOPA-M, 2021. 185 c. 13,5 ycn. med. 1.

2 3erkoB A. B. OcHOBBI HH(OPMAITMOHHOM 0€301MaCHOCTH : yueOHOE 3
nocobue. Mocksa Bonorna : Undpa-Urxenepus, 2022. 101 c.

3 Mamtok A. A. OCHOBBI TIOJIUTHKU O€30MACHOCTH KPUTHIECKUX CHCTEM 11
nHpOpMamoHHoN HHPpacTpyKTyphl. Kypc nekmuii : yueOHOe mocobue.
Mocksa : ['opsiuas muaus-Tenexom, 2021. 313 c. 19,63 ycu. new. 1.




4 Manok A. A., 'opbatos B. C., Koposer B. I. Beenenue B 6

nH(GOPMAIIMOHHYIO 0€30IaCHOCTH : yueOHOe mocobue Asis By30B. MockBa
: Topsiuas nuaus-Tenexkom, 2021. 287 c.

5 Mengenes B. A. Undopmanmonnas 6e3onacHocts. Beaenue B 1
crienuanbHOCTh : yaeOHuk. Mocksa : KHOPYC, 2021. 143 c. 9,0 ycu. neu.
7.
2. JlonoJiHUTE/ILHAS JUTEPATypa
2.1. YueOHbIe M1 HAYUYHbIE U3TAHUS
1 ["anatenko B. A. OcHOBBI HHPOPMAIIMOHHOW O€30MMaCHOCTH : ydeOHOe 4

nocoOue /i By30B. 4-¢ u3a. Mocksa : UHTYUT : BUHOM. JIab.
saanwmii, 2008. 205 c.

2 JlanwnoB A. H., Jlanunosa C. A., 3opun A. A. OcHOBBI HHPOPMAITHOHHOM 1

6e3omnacHocTH : yueOHoe mocoobwue. [lepmp : M3a-o III'TY, 2008. 1
piekTpoH. ont. Auck (CD-ROM) URL:

https://elib.pstu.ru/Record/ RUPSTUbooks 130738 (naTa obparmenusi:
26.02.2023).

3 OcHoBbI HHPOPMAITMOHHON 0€30TTaCHOCTH : yueOHOE TocoOue s BY30B / 26

benos E.b., JIocs B.I1., Mewepsikos P.B., [llenynanos A.A. M. : T'opsiuas
muaust-Tenexkom, 2006. 544 c.

4 Pactopryes C. I1. OcHOBBI HHPOpPMALIMOHHON 0€30MaCHOCTH : yueOHOe 9

mocobue a5 By30B. M. : Axangemus, 2007. 187 c.

2.2. llepuoanueckue u3IaHus

He ncnions3yercs |

2.3. HOpMaTHBHO-TeXHI/l‘leCKI/le H3JaHuA

He ucnons3zyercs |

3. MeTonnquKne YKazaHus AJd CTYA€HTOB 110 OCBOCHUIO TUCHUIIIMHBI

He HCIIOJIB3YCTCA |

4. YueOHO-MeTOAUYECKOE 00eclieYeHre CAMOCTONATeIbHOI padoThI CTy/AeHTa

He HCIIOJIB3YCTCA |

6.2. DiieKTpOHHAas1 y4eOHO-MeTOAuYeCcKasl JuTeparypa

HocTynHocTh
(cets UHTEpHET /
HaunmenoBanue Ccblika Ha
Bun nutepartypst N JIOKaJIbHAS CETh;
pa3paboTKu UH(OPMAIIMOHHBIH pecypc .
ABTOPU30BaHHBIH /
CBOOOIHBIN JJOCTYTI)
JlononautensHast |{OCHOBBI HH()OPMAITMOHHOM https://www.sites.google.co |ceTb MHTepHeT;
nuTepaTypa 0€301acCHOCTH | 3aIUTHI m/site/anisimovkhv/learning/|cBoOoaHbII qOCTYTT
uHGbOpMAIIH kripto/lecture/temal

6.3. JInnen3noHHoe U CBOOOTHO PacCIPOCTPAHsAEMO€E IPOrPaMMHOe obecrieyeHue,
HCIO0JIb3yeMoe NIPH OCYLIeCTBJIEHUH 00Pa30BaTeJIbHOI0 MPoLecca Mo AUCHUIIHHEe

Bupn [10 Haumenosanue [10
OnepalmoOHHbBIC CHCTEMBI Windows 10 (moam. Azure Dev Tools for
Teaching)
OducHble TPUTOKEHHUS. Microsoft Office Professional 2007. nu.
42661567

9




Buzx I[1O

Haumenosauue [10

[IpuknagHoe mporpaMMHoe obecrieueHre 00Iero Ha3HauYeHUs

Dr.Web Enterprise Security Suite, 3000

i, [THUITY OITHUT 2017

6.4. CoBpemMeHnHbIe IpodeccnoHabHbIE 0a3bl JAHHBIX 1 HH(POPMAIMOHHBIE
CIIPABOYHbIE CUCTEMBI, HCII0JIb3yeMble MPH OCYIIeCTBJIEHHH 00Pa30BaTEJIbHOIO

nmponecca nmo IMmCuuIinHe

HaunmenoBanue Ccpuika Ha HH)OPMAIIHOHHBIN pecypc
bank maHHBIX yrpo3 Oe3omacHocTH nHpopMarn Deaepanbroit |https://bdu.fstec.ru/
CITY>KOBI TT0 TEXHUYECKOMY M SKCTIOPTHOMY KOHTPOJTFO
Hayunas 6u6nuoreka [lepMckoro HaroHaIbLHOTO http://lib.pstu.ru/
MCCIICIOBATEIBCKOTO MOJUTEXHUICCKOTO YHHBEPCUTETA
DIeKTPOHHO-O0MOMHoTeueas cucrema Jlanb https://e.lanbook.com/

DnekTpoHHO-O0nOmoTeuHas cuctema [PRbooks

http://www.iprbookshop.ru/

Wudopmarmonnsie pecypesl Cetn Koncynsrantlimroc

http://www.consultant.ru/

ba3a nanueix komnanunu EBSCO

https://www.ebsco.com/

NHopmManmoHHO-CIIpaBoYHasl CUCTEMa HOPMATHBHO-
TEXHUYECKOMN ToKyMeHTauuu "TexaKcnepT: HOPMBIL, TpaBuia,
CTaHJIapThI ¥ 3aK0oHOIaTeNnbecTBa Poccun”

https://Texakcnepr.caiit/

7. MaTepuajibHO-TEXHHYECKOe oDecriedeHne 00pa3oBaTeibHOI0 NMpoiecca mno

AUCIUILINHE

Bun 3anarui

HanmMenoBanue He00X0IMMOT0 OCHOBHOT'O 000PYOBaHUS
U TEXHUYECKUX CPEICTB O0yUYEeHHUs

KonuuectBo CAMHHUI]

Jlexumst MyJbTUMEIUHHBIN IPOEKTOP 1
[IpakTHyeckoe [lepcoHanbHBI KOMIIBIOTED 10
3aHATUE

8. ®oH/1 OLIEHOYHBIX CPEICTB AUCHUIINHBI

|OHI/IC3H B OTACIIBHOM JOKYMCHTC

10
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@oH OLEHOYHBIX CPEICTB I TPOBEICHUS MPOMEKYTOUYHOM aTTecTaluu
oOydJaronmuxcsi Il MPOBEICHUS NPOMEKYTOYHOM arTecTalud OO0yJaromuxcsl T
TUCITUTUIMHE SBJSICTCS YacThio (MPWJIOKEHUEM) K pabouell mporpaMme ITHUCIIUATIIAHBI.
@DoHJT OTIEHOYHBIX CPEACTB IS MPOBEACHUS TPOMEKYTOUHOM aTTeCTAIlK 00yJarOIINXCs
M0 JUCHUILIMHE pa3paboTaH B COOTBETCTBUM C OOIIEH dYacThio (POHIIA OIEHOYHBIX
CPEICTB IJIsl TPOBENCHHUS MPOMEKYTOUHOM aTTECTalldd OCHOBHOW 00pa3oBaTENbHOM
IporpaMMbl,  KOTOpas  yYCTaHABIMBAaeT  CHCTEMY  OIICHHBAHHUS  PE3yJbTaTOB
IPOMEKYTOUYHOW aTTECTAllUd W KPUTEPHH BBICTABJIICHUS OIEHOK. MOHJ OIECHOYHBIX
CPEICTB TSl TIPOBEJCHHS TTPOMEKYTOUYHON aTTeCTallMd OOYJArOIIMXCS MO AUCIUILINHE
yCTaHaBIUBaeT (OPMBI W TMPOIEAYPHl TEKYIIETO KOHTPOJS YCIEBaeMOCTH U
IPOMEKYTOUHOU aTTECTAIIMH O0YJAFOIIUXCS IO AUCIIUTIIINHE.

1. IlepeyeHb KOHTPOJIUPYEMBIX Pe3yJILTATOB 00y4eHHs M0 TUCHUILUIUHE, 00beKThI
OllEHUBAHUSA Y BUIbI KOHTPOJIA

Cornacno PIIJ, ocBoeHue yueOHOro Marepuajia AUCIHUIUIMHBI 3allJIJaHUPOBAHO B
TEYCHHE OMHOTO ceMmecTpa (8-ro cemecTpa ydeOHOTO TUTaHA) M pa30uTO Ha 3 y4eOHBIX
Moayisi. B kaxkaoM Moaylie mpeayCMOTPEHbl ayIuTOPHBIC JIEKIIMOHHBIE U JJaDOpaTOpHbIE
3aHATHS, a TAKXKEe CaMOCTOsITeNIbHAsI paboTa CTYyJeHTOB. B paMkax oCBOEHHs y4eOHOTO
MaTtepuaia JAUCIHUIUIMHBI (HOPMHUPYETCS KOMIIOHEHTHI KOMIETCHIIUN 3Hamb, yMemo,
én1ademo, ykazanHeie B PIIJI, koTOphie BBICTYHalOT B Ka4eCTBE KOHTPOJIUPYEMBIX
pe3yapTaToB 00ydeHus Mo AuciuIuinee (tadm. 1.1).

KoHTponb ypOBHSI yCBOEHHBIX 3HAaHUW, OCBOCHHBIX YMEHUW M MPUOOPETEHHBIX
BIQJICHUM OCYIIECTBIAECTCS B paMKaxX TEKYIEro, pyOeHOTO U MPOMEKYTOUHOTO
KOHTPOJISL TIPU U3YYEHUH TEOPETUUYECKOTO MAaTepualia, c1aue€ OTYETOB MO MPAKTHYECKUM
3aIaHUsIM U 9K3aMeHa. Buibl KOHTPOJIst cBe/leHbI B Ta0uity 1.1.

Tabnuua 1.1. IlepeueHb KOHTPOIUPYEMBIX PE3yIbTAaTOB O0YUEHHUSI MO TUCIUILIMHE

Bua konTpoas

KonTposnpyembie pe3yabTarbl 00y4eHust o Texymuii PyOGexunblii HTrorosslii

aucuurmuiuge (3YBei) C TO m3 T/KP 3auer

YcBoeHHbIE 3HAHUS

3.1 3nHate mpoduIu U 0COOEHHOCTH PabOTHI CEPBUCHBIX TO1 131 T TB
KOMIaHWH, pabOTAaOIUX C KOHKPETHBIM IIPEATIPHATHEM, TO2 | TI32

IpUMeHsieMOoe 000pYIOBaHHE M MaTEpPHAIBI, B TOM YHCIIE, TO3 | 1133

npeiHa3HaYeHHbIE JUIs 3alUThl HH)OPMAIH TO4 | TI35

3.2 3HaTh MpPEeUMYINECTBA M HEJOCTATKH MPUMEHSEMBIX

COBPEMEHHBIX TEXHOJIOT Uit u 9KCIUTyaTaIlH

TEXHOJIOTHYECKOTO 00opy10BaHUSA B YCIIOBHSAX

aKTyaJIbHBIX yTrpo3 0€30MacHOCTH HHPOPMAITTH

OcBoeHHbIC YMEHHUS

¥.1 YMeTs UHTEpIPETHPOBATH PE3YIbTATHl NCCIEJOBAHNI 113 4 T 113
TEXHOJIOTUYECKUX  TPOLECCOB  MPUMEHUTENBHO K 36
yCIoBHSIM oOecriedeHns 6e30nacHOCTH HH(opMaIim 137
¥.2 YMeTh B3aUMOJCHUCTBOBATh C CEPBUCHBIMU (UPMaMU 312

NpA COCTABIEHHMM M KOPPEKTHPOBKE PETIAMEHTOB H
MIPOEKTOB B oOmactu obecniedyeHus WHPOPMAIMOHHON
0€30MacHOCTH TMPH  yNPaBICHUH TEXHOJOTHIECKUMHU
IIPOLIECCaMy U NPOU3BOACTBAMH B HE(PTEra30BOM OTpaciu

IIpnoOpeTeHHbIe BJIAICHUSA

B.1 Brnagers HaBbIKAMH y4acTHsl B OCHOBHBIX paboTax 1o I3 8 T K3
peanu3aly NOJUTHKH HMH(OPMAaMOHHOM 0e30macHOCTH 139




NpPU  IKCIUTyaTallid OTHENbHBIX Y3J0B TPAIUIMOHHOTO 310
000pyIOBaHUS 1311
B.2 Bnanets HaBbIKaMy MPUMEHEHUS! OCHOBHBIX CLIOCOO0OB
U CPEICTB 3aIIUTHl MHGOPMAIIMU TIPHU MPOBEJACHUU PadoT
M0  CONPOBOXICHHIO  TEXHOJOTMYECKHX  IPOIIECCOB
He(TEra30BOro NPOU3BOACTBA

C — cobeceoosanue no meme;, TO — komnoksuym (meopemuuecxkuii onpoc);, K3 — «etic-3adaua
(unousudyanvroe 3adanue); OJIP — omuem no aabopamophou pabome;, T/KP — pybescnoe
mecmupogarue (KonmpoivHas paboma, kypcosas paboma);, TB — meopemuuecxuii éonpoc, I13 —
npakmuyeckoe 3a0anue; K3 — komniexcnoe 3a0anue sxK3amena.

WTOroBoii OLIEHKON JTOCTHXKEHUS Pe3yIbTaTOB OOYyUEHHUs MO AUCLMUILIMHE SBIISETCS
IPOMEXYTOUHAsl aTTecTallMsi B BHJIE SK3aMEHa, MPOBOJMMAs C YYETOM pe3yJbTaTOB
TEKYLIEro U pyOeKHOTr0 KOHTPOJISL.

2. Buabl KOHTPOJISI, THIIOBBIE KOHTPOJIbHbIE 32IaHUSI U IIKAJIBI OLleHUBAHUS
pe3yJIbTaTOB 00y4YeHMsI

Texymuii KOHTPOJIb YCHEBAEMOCTH HMEET LENbl0 O0ecleuyeHne MaKCHUMallbHOU
3¢ PeKTUBHOCTH Y4eOHOTO TpoIiecca, yIpaBieHue npoueccoM GopMUpOBaHUS 3aTaHHBIX
KOMIIETEHIIUM O0Oy4aeMbIX, MOBBIIIEHHE MOTHBAlMM K ydyeOe U MpeaycMaTpuUBacT
OIICHMBAaHUE XOJa OCBOEHUS AucCHUIUIMHBL. B coorBerctBuM c IlosoxkeHueM o
IPOBEACHUN TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH W MPOMEXKYTOYHOM AaTTECTalNH
oOydarormuxcst 1Mo oOpa3oBaTeNbHBIM MPOrpaMMaM  BBICIIETO OOpa3oBaHUS —
nporpamMmam OakajaBpuarta, cnienuanurera u Mmaructparypsl B [THUITY npenycmoTpenst
CJIEIYIOIIME BUJIbI U IEPUOAUYHOCTD TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH 00yUYarOIIUXCS:

- BXOJIHOM KOHTPOJIb, IPOBEPKA UCXOTHOTO YPOBHS MOATOTOBICHHOCTH 00y4aeMOTO
1 €r0 COOTBETCTBUS MPEIBABISIEMbIM TPEOOBAHUSM JIJISI U3YUCHUS JAHHOW JUCIUTUIUHBL;

- TEKyIIUH KOHTPOJIb YCBOEHUS MaTepuaia (ypOBHS OCBOCHHUS KOMIIOHEHTA «3HATh)
3aIaHHBIX KOMIIETEHIIMI) Ha Ka)XJOM TPYNIOBOM 3aHSITHUU U KOHTPOJb MOCEIIAeMOCTH
JICKIIMOHHBIX 3aHSTHI;

- TPOMEXKYTOUYHBIH U PYOEKHBIM KOHTPOJIL OCBOCHUS O0y4YaeMbIMH OTACIbHBIX
KOMIIOHEHTOB «3HATh)», «YMETh» 3aJaHHBIX KOMIIETCHIIMI MyTeM KOMIIbIOTEPHOTO WJIN
OJIJAHOYHOTO  TECTUPOBAHMS,  KOHTPOJBHBIX  OIMPOCOB,  KOHTPOJBHBIX  PadbOT
(MHAMBUAYATBHBIX TOMAIIHUX 3a/IaHUi ), 3alIATHI OTYETOB MO JTAOOPATOPHBIM paboTam,
pedeparos, 3cce u T.1I.

Py6exxHbIii KOHTPOJb MO AUCIUIUIMHE MPOBOJUTCA Ha CIEMYIOUIEH Heaene mocie
NPOXOXKACHUS MOAYJS AUCUUIUIMHBIL, a NPOMEXYTOUHBIH — BO BpEeMS KaxJI0ro
KOHTPOJIBHOTO MEPONPUATHS BHYTPU MOJIYJICH AUCIUIIIIUHBI;

- MEXCECCHOHHAsl aTTecTallMs, €IUHOBPEMEHHOE MOJBEIACHUE HUTOrOB TEKYIIEH
YCIIEBAEMOCTH HE MEHEE OJHOr0 pa3a B CEMECTp MO BCEM JIUCLUUILIMHAM JJIsi Ka)JA0ro
HaIpaBJICHUs TTOJATOTOBKH (CHEIUAIBLHOCTH ), Kypca, TPYIIIIbI;

- KOHTPOJIb OCTaTOYHBIX 3HAHUH.

2.1. Tekyuuii KOHTPOJIb YCBOCHUSI MaTepHaJia

Texymuii KOHTpPOJIb YyCBOEHUS Marepuaia B (QopMme cobeceqoBaHUS WM
BBIOOPOYHOTO0 TEOPETHYECKOTO OIpOCca B paMKaX KOHTPOJS CaMOCTOSATEIIBHOM pabOThI
CTYZICHTOB ITPOBOAMTCS TI0 KaXK10i Teme. Pe3ynbrarsl mo 4-06aibHoi miKaie OIeHUBaHUS




3aHOCATCA B )KypHAaJI MMPENoJaBaTess U YUUTHIBAIOTCS B BUJI€ MHTETPAJIbHON OLIEHKH MpHU
MPOBEJCHUH ITPOMEKYTOYHON aTTECTALIUU.

Bompoch! 1715t caMoCTOSITENEHOTO N3yUeHUS:

Tema 1. IIpoGnemsl pernoHanbHON HHGOPMAITMOHHON 0€30MaCHOCTH.

Tema 2. OO1IeMEeTOAOIOTHUECKHE IPUHIIUITBI TEOPHH UH()OPMALIMOHHON
0€30MacHOCTH.

Tewma 3. OcHOBHbIE TOHATHS UTHGOPMAIIMOHHON O€30MTaCHOCTH.

Tema 4. [loHsiTHE UHTEIUIEKTYaIbHON COOCTBEHHOCTH M OCOOCHHOCTHU €€ 3aIUTHI.

Tema 5. OcHOBHBIE 3JIEMEHTHI KaHajla peaju3aly yrpo3bl 0€301MacHOCTH
uHopMaIuu.

Tema 6. UndopmarnimonHas BoitHa Kak ciocod Bo3AecTBUSI HA MHGOPMAIIMOHHbBIE
CUCTEMBI Pa3JIMYHOTO HA3HAYEHUS U 0OBEKTHI KPUTHUECKON HHPOPMAIIIOHHOM
UHPPACTPYKTYPHI.

Tewma 7. TyHHENIMpOBaHUE, KaK CEPBUC HHPOPMAITMOHHOMN 0€30IMaCHOCTH.

Tema 8. PoneBoe ymnpamienue aoctynoMm. Ha3zHauenue QopmanabHbBIX MoOAeNen
O0e3zonacHocTH. BapuaHTbl Monened 3alluThl U CYIIHOCTb IOJHUTUKU O€30MacCHOCTH.
dopmalibHbIE MOAEIH IIEJIOCTHOCTH.

Tema 9. KoMiuiekcHbIe penieHust B ooecreueHuu 3anuTthl nHdopmanuu, SOC-
LICHTPBHI.

Tewma 10. CtangapTsl 1o yrpasiaeHuio nHpopmaimonHoit 6ezonacHoctrio ISO/IEC
27000. Kputepuu orieHkr 0€30MacHOCTH KOMITBIOTEPHBIX cUcTeM «OpaHxkeBas
KHUra».001ue KpuTepun 0€30MacHOCTH HH(OPMALIMOHHBIX TEXHOJIOTHIl. OCHOBHBIE
pykoBogsmue qokyMeHTsl @CTOK Poccun, onpenenstonie TpeOOBaHUS 10 3aIUTE
uHbopMaIuu.

Tema 11. CpexncrBa kpunTorpapuueckoil 3amuTbl MHGOPMAIMU U 3JIEKTPOHHOU
MOJIITHCH.

Tema 12. Cuctemsl 00Hapy-xeHust/ipeaoTBpanieHust Brop;xxenuid (IDS/IPS).

2.2. Py0e:kHbIH KOHTPOJIb

PyOGexxHBINT  KOHTPOJIb JJIsl  KOMILJIEKCHOTO OIICHUBAaHMS YCBOCHHBIX 3HAHMWI,
OCBOEHHBIX YMEHUH W MpuoOpeTeHHbIX BiageHui (tadbn. 1.1) mpoBoautcs B (opme
OoT4YeTa MO pe3yJpTaraM MPAKTUYECKUX 3aJaHuil (mociie U3y4eHMsI KaxJA0ro MOIYIs
y4eOHOM TUCIMUILIAHEI).

Bcero 3ammanupoBano 12 mpakThyeckux (CEMUHAPCKUX) 3aHATHH. Tembl
MPAKTUYECKUX (CEMUHAPCKUX) 3aHsATUI nipuBeaeHsbl B PI1JI.

OT4yeT 1O BBHINOJHEHUIO MPAKTUYECKOIO 3aJaHus IPOBOAUTCS WHIWBHIYAIBHO
KaX/IbIM CTYJIEHTOM. THIIOBbIE IIKaJla U KPUTEPUM OLEHKU NMPHUBEACHBI B 00IIEH 4acTH
®OC obpazoBaTesibHON TPOrPAMMBI.

2.3. IIpomexyTouHasi arrecTanusi (MTOrOBbIil KOHTPOJIb)

Jlomyck K MPOMEKYTOYHOM aTTECTalMK OCYIIECTBISETCS M0 pe3yabTaTaM TeKYIIEero
U pyOeKHOTro KOHTPOJIS. YCIOBUSIMHU JIONyCKa SIBISIFOTCS YCICIIHAs cjada BCexX
Ja00paTOpPHBIX PpadOT W TOJOXKUTENIbHAS MHTErpalibHas OIEHKa I10 pe3yibraram
TEKYIIETO U PyOe>KHOTO KOHTPOJISL.



IIpomexyrounas arrecranus, cornacHo PIIJ[, mpoBoauTcs B BHIE 3K3ameHa IO
OUCHMIUTMHE YCTHO 1o OmneraM. buser comepkut teoperuyeckue Bompockl (TB) mms
IIPOBEPKHU YCBOEHHBIX 3HAHUU M npaktuyeckue 3ananus (I13) ayg npoBepkr 0CBOEHHBIX
YMEHHM BCEX 3asBICHHBIX KOMIICTCHIIUM.

buner ¢opmupyercss TakuMm 00pa3oMm, UYTOOBI B HEro TMOMAajd BOMPOCH U
OPAaKTUYECKUE 3aJlaHusl, KOHTPOJIMPYIOLIME YPOBEHb C(HOPMHUPOBAHHOCTU  6cex
3asBJICHHBIX KommereHuud. @Popma Ounera mnpencraBieHa B oOmedl wactu POC
o0Opa30BaTeIbHON IPOrPaMMBI.

2.3.1. TunoBble BONPOCHI M 3aJaHUSA /ISl IK3aMeHA M0 AUCHMUILIJIMHE

TunoBbie BONPOCHI IJIsi KOHTPOJIsI YCBOCHHbBIX 3HAHMIA:

1. Crpareruss ~ HammoHanbHOM  Oe3omacHocT  Poccuiickoit ~ denepanmu.
Crparteruueckue  HalMOHAJIbHBIE  MPHOPUTETHI  OOECHEUEHHs  HAlMOHAIBHOM
6e3omacuoctu PO.

2. loktpuna  uH(popmannoHHOW  Oe3omacHocTH  Poccwiickoir  Denmepanuu.
Hanuonansueie unrepecsl PO B nHPpOpMaLiMOHHOH cdepe.

3. OcHOBHBIC yTpO3bl HWHGOPMAIMOHHONW Oe3omacHOCTH P® u  OCHOBHBIC
HarpaBJICHUS 10 o0ecTieueHn0 UHPOpPMaAIMOHHON Oe3onacHocT PO.

4. Ponp creuumanucra mo 3aumre MHGOpMaluMu B 00ECIEUEHUM HAlMOHAJIBHOU
0€30MacHOCTH roCy1apCTBa.

5. OcHOBHBIE OHATHS NH)OPMALIMOHHON OE30MMACHOCTH U UX UCTOUHUKH.

6. O6111EMEeTO10JI0THYECKUE IPUHLIUITBI TEOPUN MTHPOPMATMOHHON OE€30MaCHOCTH.

7. IloHssTE W CYUIHOCTHh MH(pOpPMAlUMU OrpaHUYeHHOro jaoctyna. OcoOeHHOCTH
JOCTYIa U OTPaHUUYEHUS 1OCTyIa K HH(POpMaluy.

8. IIpaBa u 00s13aHHOCTH 00JaAaTENsT HHPOPMAITHH.

9. Bunet  uHdopmammu  orpaHuueHHoro  jgoctymna. llepedenr  cBenmeHui
KOH(HUJIEHIIMAIBHOTO XapaKTepa.

10. IToHsATHE MHTEIIEKTYATBHOW COOCTBEHHOCTH 1 OCOOCHHOCTH €€ 3aIlUTHI.

11. ITonsiThe yrpo3sl 6€30MaCHOCTH HH(POPMALIUU.

12. ®aktopsl, BO3ACWCTBYIONME Ha WHOpMaluioo. THIBI AeCTaOMIN3UPYIOMNX
(bakTopoB.

13. Knaccudukanus u BUabl yrpo3 HHOOPMAITMOHHONW O€30MaCHOCTH.

14. BHyTpeHHHE U BHEIIHHE UCTOYHUKU yTpo3 6e30macHOoCTH HH(POpMAITUH.

15. Yrpo3s! yreuku nHpopmauu 1 yrpo3bl HECAHKITMOHUPOBAHHOTO JIOCTYTIA.

16. OcHOBHBIE PJIEMEHTHI KaHAIA pealn3alliy yrpo3bl 0€30MacHOCTH HH(OpMAaIUn.

17. CyObexTsl U 11eu HHGOPMAIIMOHHOTO TPOTUBOOOPCTBA.

18. CriocoObl, MPUHIIUTIBI U CTAJAUA UHPOPMAIIMOHHOTO IPOTUBOOOPCTBA.

19. UndopmaiiioHHoe opyXHe, ero KiacCU(pUKaLUs U BO3SMOKHOCTH.

20. UndopmanmonHass BOWHA Kak cHnoco0 Bo3leWcTBUS Ha WHGOPMAIIMOHHbBIE
CUCTEMBI.

21. Vicrionb30BaHUs COIMANBHBIX CETe B MH(OPMAIIMOHHBIX BOWHAX.

22. UndopmarmonHass 0€30MaCHOCTh OOBEKTOB KPUTHUECKON HWH(POPMAIIMOHHOM
UH(GPACTPYKTYPBHL.

23. Ucnionp3oBanne KUOEPHETUIECKOTO OPYKHs B MH(OPMAIIMIOHHON BOMHE.

24. ABTOMaTH3MpPOBAaHHAS CUCTEMA, KaK 00BEKT HHPOPMAITMOHHOM 0€301MacCHOCTH.



25. YpoBHH HHPOPMAITMOHHOM 0€30MMacHOCTH 00BEKTa OIEHKH HH(POPMAITMOHHBIX
TE€XHOJIOTUH.

26. XapaKkTepuCTHKa 3aKOHOIaTEIBHOTO, aIMUHUCTPATUBHOTO U MPOLIETYPHOTO
YpOBHEW HHPOPMAITMOHHOM 0€30ITaCHOCTH.

27. IlepeyeHn cepBUCOB 0€30MACHOCTH MPOTPAMMHO-TEXHHUECKOTO YPOBHSI.

28. Unentudukaiysa u ayTeHTU(PUKAIU KaK CEPBUCHI 0€30TaCHOCTH.

29. YpasieHue TOCTYIOM U €ro BUJIbl. ABTOPHU3AIIMS KaK CepBUC 0€3011aCHOCTH.

30. [IpoTokonupoBaHue, ayAUT U yIIpaBiIeHUE, KAK CEPBUCHI O€30MaCHOCTH.

31. DxpanupoBaHue, TYHHEIMPOBAHUE U aHAINU3 3aLTUIIICHHOCTH KaK CEPBUCHI
0€30MacHOCTH.

32. OcHOBHBIE CITOCOOBI 3AIUTHI UHPOPMAITUU U UX XapaKTEPUCTHKA.

33. Ilonsarue u knaccudukays cpeAcTB 3amuThl UHPopMarmu. TexHuKa 3auThI
uH(bOpMaInu.

34. Cpenctia (puznueckoi, Kpuntorpahuaeckon U MporpaMMHO-TEXHHUECKON
3aIIUATHl THPOPMALIHH.

35. IlepeueHp 1 XapaKTEpUCTHKA Pa3HOBUIHOCTEH COBPEMEHHBIX CPEICTB 3aIUThHI
uH(popmanuu.

36. [TonsTve W CTpyKTypa TIpaBOBOM 3amuThl uHGopMmaruu. OCHOBHBIC
MEXJIyHapOJHbIE  HOPMBI ¥  BHYTPUIOCYJAapCTBEHHbIE  HOPMATHBHO-IIPABOBHIE
JIOKYMEHTBI B 00J1acTu obecreueHruss HPOpMaIlmOHHOM 0€3011acHOCTH.

37. OTBETCTBEHHOCTh 3a HApyIIEHUWE 3aKOHOJATENbCTBA B HH(OPMALIMOHHON
ctepe.

38. OcHOBHbIE aJIMMHUCTPAaTUBHbIE perjJamMeHThbl o 00ecreYeHHIo
MHPOPMAIIMOHHOM  0€30MacHOCTH  OOBEKTOB  HMH(pOpPMATH3aLMM  MPEANPUSATHIA
He(TerazoBoro KOMILIEKca.

39. CymHOCTh OpTraHMU3alMOHHBIX Mep 3amuThl uHpopManuu. OpraHuzanus
OXpaHbI i PEXKUMA.

40. Opranu3zanus padoThI C IEPCOHATIOM B CHCTEME 3aIIUThl HH()OPMAITHH.

41. Opranu3zauus padoThl C JOKYMEHTaMH B CUCTEME 3alIUThl MH(OpMAIUY.

42. Tlonsitust ynpasieHus: ”HGOPMAITMOHHOM 0€30MaCHOCTHIO.

43. Opranuzanus 3allUThl TEPCOHANBHBIX JAHHBIX M OOBEKTOB KPUTHYECKOU
uHGOPMAITMOHHON HHDPACTPYKTYPHI.

44, Knaccudukaiysi TEXHUYECKUX KaHAJOB YTeUKH UH(POpMAIIUH.

45. CTpyKTypa KaHaja yTeuyku HHQOpMaIluu.

46. CiocoObl M OCHOBHBIE CpEACTBA 3allUThl HMH(OpPMALUKU OT YTEYKU IO
TEXHUYECKUM KaHajaM.

47. XapakTepucTUKa OpraHU3allMOHHBIX U TEXHUYECKUX MEp IO 3aIIUTE OT yTEUKU
uH(popMaIuu.

48. Kpuntorpaguss u kpunrtorpapuueckas 3amura uHbopmanuu. OCHOBHbIE
TIOHSATHS.

49. Ynpasnenue kpunrorpadpuueckumu kiatogamu. [Iporokon Kerberos.

50. [TonsiTue u knacceel Xom-pyHkuuu. Aaroputm SHA-1

51. Cpeactea mmdpoBaHus U SAEKTPOHHOW moamucu. Buasl u kiaccuduxanuys
3JIEKTPOHHBIX TOAUCEM.



TunoBbie NpakTUYecKHeE 3aJaHNS 1JIsl KOHTPOJIsI 0CBOEHHBIX YMEHMIA:

1. Onpenenuth BUABI HHGOPMAIIMH OTPAHUYEHHOTO J0CTyNa, 00pabaThiBaeMble Ha
o0BbeKTe MHPOPMATH3AIUH.

2. OnpenenuTb COCTaB HOCUTENEH NHPOPMAIIMN OTPaHUYEHHOTO TOCTYIIA.

3. M3yunthb nopsiiok GopMUpOBaHUS U CTPYKTYPY ba3sl MTaHHBIX (CITUCOK)
ySI3BUMOCTEH MH(POPMAIIMOHHBIX CHCTEM.

4. TlpoaHanu3upoOBaTh ACITEILHOCTh OpTaHU3AINH (IIPESAMPHUSITHSI ), BEIIBUTH
ySI3BUMOCTH MH(DOPMAIIMOHHONW CHCTEMBI.

5. KnaccudumuporaTs coctaB yrpo3 HH(OOPMaIMOHHONW 0€30MacHOCTH.

6. Ompenenuts COCTaB XapaKTEPHBIX YIpo3 HHHOPMAIMOHHON 6€301MaCHOCTH TSI
aBTOMATHU3UPOBAHHOW CHCTEMBI.

7. Ompenenuts coaepkaHue aIMUHACTPATUBHOTO YPOBHSI 0OeCTIeueHUS
nH(POPMAIIMOHHON 06€30MacHOCTH (IEPEYUCIIUTH OCHOBHBIE HOPMATHUBHBIE IOKYMEHTHI,
KOTOpBIE pa3pabaThiBalOTCs Ha 00BEKTe HH(DOPMATH3ANH U 00E€CTICUNBAIOT €T0
MH(POPMAITMOHHYIO OE30MaCHOCTH).

8. Omnpenenutsb conepkaHre MPOIEAYPHOTO YPOBHS 0OeCTIeUeHus
nH()OPMAITMOHHOW 0€30TTaCHOCTH MPEINPHUATHS (IEPEUUCITUTH TPUMEHSICMBIE
MPOLIETYPHBIE MEPHI).

9. Omnpenenutb cOCTaB MPUMEHSIEMBIX CEPBUCOB OE30MACHOCTH MPOTPAMMHO-
TEXHUYECKOTO YPOBHS JJISI BApUAHTA aBTOMATU3UPOBAHHON CUCTEMBI, C YUETOM
0CcOOeHHOCTeN 00beKTa HH(DOPMATH3ALIUN.

10. CpopmupoBats MaTpuily (0HOpMUTE PUCYHOK) TTOJTHOMOYUNA JOCTYIIA JJIs
BapuaHTa MHGOPMAIIMOHHOMN cucTeMbl. [Ipu ycrmoBuu GOJIBIIOTO KOJIUYECTBA
MOoJIb30BaTeNe — parMeHT MaTPHUIIBI.

11. OnTUMU3HPOBATH COCTaB MATPHIIHI YIIPABICHHS TOCTYTIA 32 CUET BBEICHUS
POJIEBOTO YIIPABJICHUS JOCTYTIOM.

12. ChopmupoBath nepeueHb OCHOBHBIX MEp 0 00ecTeueHnIo 6€30MacHOCTH
undopmaruu s UCIH 1,2,3,4 V3.

13. Tlpeasiokuth cocTaB Mep MO MPOTHUBOJICHCTBHUIO yTeuke WH(MOpMaMy Ha
00beKTe HHPpOpMaTHU3AIUH.

14. BeIMOJHUTH MPAKTHYECKOE 3aaHue 10 pean3anuu QyHKIUK mudpoBaHus, C

ucnoaszoBanueM OC Windows, B cootBetcTBuH ¢ [IprinokeHneM.

2.3.2. llIkayabl OLICHUBAHUSA Pe3yJIbTATOB 00y4eHHS HA IK3aMeHe

OueHnka pe3ynpTaToB  O0y4YeHUsT MO  AUCHUIUIMHE B (opMe  ypOBHS
c(hOpMUPOBAHHOCTU KOMIIOHEHTOB 3HAMb, YMemb, 61ademb 3asBIECHHBIX KOMIETEHIUN
MPOBOJUTCA MO 4-X Oa/UIbHOM WIKaje OLICHUBAHUS MyTEM BBIOOPOYHOIO KOHTPOJIS BO
BpeMsI SK3aMEHa.

TunoBble IKajla U KPUTEPUU OLIEHKH PE3yIbTaTOB OOY4YEHHS MpPH cAaye dK3aMeHa
JUIsi KOMIIOHEHTOB 3Hamb, yMmemb U 6ladems TpuBeAeHbl B o6mier dactu DPOC
o0pa3oBaTeIbHON MTPOTPAMMBI.

3. Kputepun oueHuBaHus YPOBHA C(POPMUPOBAHHOCTH KOMIIOHEHTOB U
KOMIIEeTeHI NI



3.1. Ouenka ypoBHsi cGOpMHPOBAHHOCTH KOMIIOHEHTOB KOMIIeTEeHIIM A

[Ipu ouenke ypoBHS C(HOPMHUPOBAHHOCTH KOMIETEHIIMHA B paMKax BbIOOPOUYHOTO
KOHTPOJII TpH JK3aMEHE CUWTAeTCA, YTO HOJYYEeHHAs OYeHKA 34 KOMHOHEHM
npogepsemou 6 buneme KOMnemeHyuu 060owaemcs Ha COOMEemMcmayIOuWUli KOMHOHEHM
8cex KomMnemeHyutl, hopmMupyemuvix  pamxkax OaHHOU Y4eOHOU OUCYUNTIUHDL.

TunoBele KpUTEpUM W IIKAJIbl OIEHUBAHMUS YPOBHS C(HOPMHUPOBAHHOCTHU
KOMITOHEHTOB KOMIIETeHIIMM mpuBeAeHbl B obOme vactu DPOC oOpazoBaTenbHOU
IPOTrPaMMBl.

3.2. Onenka ypoBHsi c()OPMUPOBAHHOCTH KOMIIETEHIUH

OO6m1as orieHKa ypoBHs C(OOPMUPOBAHHOCTH BCEX KOMIIETEHIUI MTPOBOJUTCS ITyTEM
arperupoBaHUsl OILICHOK, MOJYUYEHHBIX CTYJIEHTOM 32 Ka)JAbli KOMIIOHEHT (POPMUPYEMBIX
KOMIIETEHIIMM, C y4YeTOM pe3yJbTaTOB TEKYIIEro M pPYOEKHOTO KOHTPOJS B BHUJEC
MHTETPaJIbHON OLIEHKHU MO 4-X OalnbHOM mikajie. Bece pe3ynbTrarsl KOHTPOJISI 3aHOCSTCS B
OLICHOYHBIM JINCT W 3aloJHAIOTCS NPENnojJaBaTeileM II0 HMTOraM IPOMEKYTOYHON
aTTeCTal1H.

dopma OIICHOYHOIO JIUCTA U TPeOOBAHUS K €0 3alOJIHEHUIO MPUBEACHBI B 00IICH
gactu ®OC 00pa3oBaTeIbHON MPOrPaMMBI.

IIpu ¢dopmupoBaHWK HTOTOBOl OLIEHKM MPOMEKYTOYHOM arTecTalii B BHJE
9K3aMEHa HCIOJB3YIOTCSI THUIIOBbIE KPUTEPHUH, MpHUBeneHHble B obOmel yactu POC
o0Opa30BaTeIbHON IPOTPaMMBI.



